
Leveraging Test Automation to Verify 
Infrastructure



What Are We Testing?



Hardware

Virtualized Infra
Servers
Storage

Networking

Runtime
Middleware

OS

Application
Data

Scope

Product Under Test



Infrastructure as Code (IaC)

https://medium.com/@samx18/the-future-of-
infrastructure-as-code-373206a9dc96

https://medium.com/@samx18/the-future-of-infrastructure-as-code-373206a9dc96


IaC for Testers?

▪ (Test) environment availability

▪ Independence from other teams

▪ Isolated test runs



Why Should We Test IaC?

▪ Similar level of quality for infrastructure as for your
code

▪ Don’t assume

▪ Software dev & test good practices for IaC scripts



Why Should We Test IaC?



Infrastructure Tests Levels

NF

PLATFORM

INFRASTRUCTURE



▪ Quick, no transaction data
▪ Save time, better reliability
▪ Verify infra during deployment
▪ Example: cURL-call INFRASTRUCTURE

Smoke & Sanity Tests



▪ Infrastructure’s functional testing

▪ Examples: database available, load
balancers working, platform
scalability

PLATFORM

Platform & Service Tests



▪ Verify environment behaviour
▪ Examples: 
– deployment, rollback, recovery, autohealing
– Upscaling (demo) + downscaling
– Chaos injection

NF

Non-Functional Tests



Example: 
Testing infrasture in AWS setup





Initial Setup



Infrastucture Tests



Platform Tests



Autoscaling test



Test run





Summary

✓ Treat infrastructure as code

✓ Include automated infrastructure tests to your delivery
pipeline

✓ Gradular test automation to build confidence and 
execute fast



Thank You!


